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About EY

ÁReported revenues of more than $31 billion in 2017

ÁAdvisory, Tax, Transaction Advisory, Assurance

ÁRetains more than 230,000 employees with 3,000 
partners in 150 countries

ÁServes clients in all major industries, including 
banking, health care and government

ÁOperates in 700 offices in 150 countries

EYôs supplier security risk management function:

ÁServes global operations and is a fundamental 
component of Information Security

ÁManages more than 10,000 requests for the use of 
vendor services and products annually

ÁPerforms routine assessments of information security 
controls, including onsite inspections, assessments of 
third-party reports and attestations, and vendor self-
assessments.

BACKGROUND

We are more than 230,000 people based in 700 offices in 

150 countries. We are organized into 28 Regions and four 

AreasïAmericas, Asia-Pacific, EMEIA and Japan.
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CURRENT VS FUTURE STATE CIRCA 2017

Future-state objectives

Inefficient

processes

Ineffective

engagement

Quality

concerns

X Improving the process to identify and 

inventory vendors will reduce the pain points 

experienced by business stakeholders and 

improve the time required to complete due 

diligence prior to signing the contract. 

XDeployment of an end-to-end process for 

the performance of Vendor Assurance 

that delivers quality and continuous risk 

management throughout the life of EYôs 

relationship with vendors. 

Lower costs

Reduce

time to contract

Improve risk 

management

Current-state challenges

X The current process does not 

address specific risks that are 

unique based on a vendorôs 

profile or use case and does not 

assess risk comprehensively and 

continuously.

XNumerous risk assessments are 

required to be completed pre-

contract for vendors; however, the 

applicability and associated costs 

for each assessment are not clear, 

which creates confusion and 

business dissatisfaction. 

XBusiness stakeholders routinely 

engage procurement with urgent 

needs without having effectively 

engaged with stakeholders from 

technology or information security 

groups.

XEstablishing a comprehensive risk 

assessment process that can serve 

multiple stakeholders throughout the 

supplier management life cycle will create 

efficiency and reduce overall costs of due 

diligence activities. 
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APPROACH CHARTER

Reduce

time to

contract

Á Identify trigger points earlier in the supplier life cycle process

Á Enable efficient interactions with supplier Control Exhibit during contracting

Á Optimize Inherent Risk Assessment (IRQ) and Control Self Assessment (CSA)

Á Develop operational measures to help assess and improve process performance

Á Provide awareness to increase the consistent application of procedures 

Improve

risk

management

Á Enhance interactions within security consulting

Á Align complementary assessments to reduce duplication of effort

Á Improve data model to provide better reporting and decision support

Á Improve governance model to improve business engagement 

Á Formalize and mature program to perform ongoing controls monitoring

Achieve

operational

excellence

Á Improve operating model to optimize efforts

Á Explore alternative methods for customer inquiry and support

Á Improve risk calculations to reduce volume of nominal risk items

Á Improve workflow to address efficiency throughout life cycle

1

Planning
5

Monitoring

4

Onboarding

6

Termination

2

Due

diligence

3

Contracting

Illustration of supplier management life cycle

Primary areas of scope (green) and secondary areas of focus (blue)

Goals for transformation SCOPE

Supplier 

Security Risk

PolicyGovernance Inventory Analytics

Areas of focus Scope of effort

ÁConsolidation of questionnaires that are designed to identify risks related to the 

transmission, storage, usage and processing of sensitive EY Information (including client 

data)

Á Improved people, process and technology required for detailed due diligence, including 

contract negotiation and supplier due diligence during early stages of supplier 

management life cycle

ÁEstablishment of a controls monitoring programto provide due diligence throughout EYôs 

relationship with the supplier
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VISION OF EFFECTIVE INTERACTIONS

Inherent risk 

assessment

Legal

IT Services Project 

request

Security technology

assessments

Privacy impact assessment

Common controls

assessment

(Supplier survey)

InfoSec

due 

diligence

Contract

negotiation

(security 

controls)

Controls

monitoring

Customer

Data protection

Decision support system and analytics (eGRC/Spotfire)

Findings and compliance management

Core Business Legal and Compliance Service line leadership

Security 

consulting/

assurance

Data

protection/

Americas 

privacy

Policy/

compliance

Procurement

Compliance
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OVERVIEW OF METHODOLOGY

IRA

High

Medium

Low

Nominal

Due diligence

Service

type

SaaS

Cloud service

System

integrator

Co-location

Core

business

Security management Application security

Operations/communications Network security

Device security Access management

Business continuity Data encryption

Physical/environmental Incident management

Supplier relationships Email systems

Vulnerability assessment Cloud security

Security domains

Reporting

Due diligence

types

Third-party

certificates/

attestations

Control

self-assessment

Control

assessments

(onsite)

Consulting

reviews

Control Risk and Confidence Level

Findings

Risk

indicators

Residual Risk

Data

type

Inherent

risk
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The inherent risk assessment:

ÁCalculates the risk of using supplier 
products/services before the application of 
controls 

ÁCategorizes the service/product into a 
service type

ÁIdentifies essential other services that 
could introduce security risk to EY 
(e.g., co-location providers)

Example: Microsoft

a) Microsoft Azure (Cloud hosting), 

b) Microsoft Power BI (SaaS), 

c) Microsoft Office 365 (Saas), 

d) Microsoft Consulting Services (Core business)

INHERENT RISK ASSESSMENT ASSESSMENT

High

Medium

Low

Nominal

Data classification Data hosting
Recovery time

objective (hours)

Nonpublic Vendor-managed Less than 24

Confidential Vendor-managed Less than 72

Highly confidential Vendor-managed -

Nonpublic Vendor-managed Less than 72

Confidential Vendor-managed Greater than 72

Public Vendor-managed Less than 24

Nonpublic Vendor-managed Greater than 72

Public Vendor-managed Greater than 24

Public

EY-managed / 

client-managed

Nonpublic

Confidential

Highly Confidential
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ÁDue diligence is designed to obtain assurance that 
controls within specific domains are designed and 
maintained as effective.

ÁThe applicability for each domain depends upon 
the specific service type.

ÁSecurity domains are a proprietary set of control 
requirements that have been aligned to ISO 
27001, SANS 20 CIS, NIST 800-53, and Cloud 
Controls Matrix.

ÁThe level of due diligence considered adequate is 
dependent upon inherent risk.

ÁSelf-assessments may be relied upon when other 
forms of due diligence are not available. Self-
assessment is 375+ questions across 15 domains.

INSIGHTS INTO DUE DILIGENCE

Domain ID Security Domain SaaS Cloud ServiceIntegrators Colocation Subcontracting Core Business

1 Security Management YES YES YES YES YES YES

2 Application Security YES YES NO NO NO NO

3 Operations and Communications YES YES YES NO NO NO

4 Network Security YES YES YES NO NO YES

5 Device Security YES YES YES NO YES YES

6 Access Management YES YES YES NO YES YES

7 Asset Management YES YES YES NO NO NO

8 Business Continuity YES YES YEs YES YES YES

9 Data Encryption YES YES YES NO NO NO

10 Physical and Environmental YES YES YES YES NO NO

11 Incident Management YES YES YES YES YES YES

12 Supplier Relationships YES YES YES YES YES YES

13 Email Systems YES YES YES NO YES YES

14 Vulnerability Assessment YES YES NO NO NO YES

15 Cloud Services Security YES YES NO NO NO NO

Use Case Applicability

High

Medium

Low

Nominal

SOC 2® Type 2

Third-party certificates (ISO 27001, FEDRAMP)

SOC 2® Type 1

Control self-assessment

Not required

Inherent risk Required Due Diligence
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OVERVIEW OF PROCESS

Á Security project request

Á Third-party certificates/attestation

Á Control self-assessment

Á Determine risk

Á Report findings

B

Á Security project request

Á Third-party certificates/attestation

Á Control self-assessment

START

Complete

inherent risk 

assessment

Assign

supplier

service

(product)

END

Existing

service
B

A

Yes

NoNominal

Create

supplier

service/product

Participate in

contracting

Qualify

due diligence
Perform due diligence

Provide risk

reporting

A

Identify

changes in use of

service/product

Qualify 

due diligence

Complete

ongoing monitoring

Participate in

contracting

(as needed)

Provide risk

reporting

Project/engagement manager

Supplier risk assurance manager

Supplier risk assurance manager
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This diagram is a depiction of the current-state architecture of the supplier assurance approach
as it is configured within Archer. 

OVERVIEW OF ARCHITECTURE

Issues management

Issues

Remediation

Exception

Asset management

Information systems

Policy program management

Business objectives

Policies

Control standards

Control procedures

Authoritative sources

Organizational 

hierarchy

Company

Department

Business unit

Functional area

Contacts

HR hub

LDAP

HR Hub and AD data is 

imported into RSA Archer.

CMDB

Information systems data is 

fed from CMDB system.

Third-party risk management

Supplier profile

Supplier products

Inherent risk assessments

Supplier control 

self-assessments

Supplier contract management
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TPRM INSIGHTS

ÁBetween July and October of 2017, EY conducted a survey of 101 organizations 
around the globe and across a variety of industries, each with a function to 
manage third-party risk. The industries include, but are not limited to: consumer 
products and retail, life sciences, health care, media and entertainment, 
technology, power and utilities, diversified industrial products, and government 
and public sector.

ÁIn this survey, we asked participants to respond to questions within several key 
areas of their respective third-party risk management (TPRM) programs.

SURVEY 
HIGHLIGHT

Source: EY Third Party Risk 

Management Survey

http://www.ey.com/gl/en/services/advisory/ey-transforming-your-third-party-risk-into-a-competitive-advantage
http://www.ey.com/gl/en/services/advisory/ey-transforming-your-third-party-risk-into-a-competitive-advantage

